DEPARTMENT OF DEFENSE

(The requirements of the Dol Industrial Security Manual apply
to all security aspects of this effart)

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED
SECRET

b.LEVEL OF SAFEGUARDING REQUIRED
SECRET

2. THIS SPECIFICATION IS FOR: (¥ and complete as applicable)

3. THIS SPECIFICATION 18: (X and complete as applicable)

a. PRIME CONTRACT NUMBER Date fyymmos)
X | 2 oriGINAL (Complete date in all cases) 00 /08 / 29
b. SUBCONTRACT NUMBER b. REVISED (Supersedes Revision No. Date /¥VMMOD)
all previous specs)
X ¢ SOLICITATION OR OTHER NUMBER DUE Date yvwmon) FINAL (Complete ltom 5. 2l ) Date fyymaog)
c. omplete tem 5 in all cases
F19628-00-R-0035

4.1S THIS A FOLLOW-ON CONTRACT?

YES

Classified material received or generated under

X NO. If Yes, complete the following:

(Preceding Contract Number/ is transferred to this follow-on contract

5.1S THIS A FINAL DD FORM 2547

[ Jes

In response to the contractor's requested dated

X J NO. If Yes, complete the following:

. tetention of the identified classified material is authorized for the period of

6. CONTRACTOR (inciude Commercial and Government Entity (CAGE) Code)

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Vame, Address, and Zjp Code)
To be determined To be determined
7. SUBCONTRACTOR
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Vame, Address, and Zip Codel
8. ACTUAL PERFORMANCE
a. LOCATION b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Wame, Address, and Zip Code)
Same as 6a above Same as 6b Same as 6¢ above

L - above

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Production of non-developmental multi-band manpack radios that will include HAVE QUICK I/II and Single Channel Ground
and Airborne Radio System (SINCGARS) waveforms and eventually SINCGARS System Improvement Program (SIP) and
Advanced SINCGARS SIP (ASIP). Will also have embedded Communications Security (COMSEC) (continued in block 13)

10. THIS CONTRACT WILL REQUIRE ACCESS TO: i YES | NO [ 11.IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES | NO
: ACCESS 10 CLASSIFIED INFORMATION ONLY AT ANOTHER CONT GUERNMENT
a.  COMMUNICATIONS SECURITY {COMSEC) INFORMATION X * T X
b.  RESTRICTED DATA X b.  RECEIVE CLASSIFIED DOCUMENTS ONLY X
c._ CRITICAL NUCLEAR WEAPDN DESIGN INFORMATION X [=  necewe ano ceneraTe cLassiFiEd MATERIAL X
d FORMERLY RESTRICTED DATA x d.  FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
e INTELLIGENCE INFORMATION | & PERFORM SERVICES ONLY X
= : SC |7 DAVEACCESS TOUS. CLASSIFIED INFORMATION OUTSIOE THE U5, PUERTO AICO, U, POSSESSIONS AND X
{1) Sensitive Camy 1sch) TRUST TERRITORIES
. BE AUTHORIZED 10 USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION CENTER [OTIC) OR OTHER
12) Non-SCI XO| % Slbubany oiTAIBUTION CERTER o X
f.  SPECIAL ACCESS INFORMATION X [h ReauiRe A comsec AccounT X
9. NATOINFORMATION X i HAVE TEMPEST REQUIREMENTS X
h.  FOREIGN GOVERNMENT INFORMATION X I8 HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS x
i LIMITED DISSEMINATION INFORMATION X k. BEAUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
i FOR OFFICIAL USE DNLY INFORMATION X | L oTHER ey PTE-cONtract award access to classified
k. OTHER (Specify) informationis required. Automated Information Systems X
X | (AIS) processing is required.
DD Form 254, DEC 90 (EF-V1) (perrorm proy Previpus editions are obsolete.




12. PUBLIC RELEASE. Any information lclassified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the Industrial Security Manual or unless it has been aparousd for public release by
appropriate Government autherity. Proposed public releases shall be submitted for approval prior ta release

[:I Direct Through (Specifys:
ESC/PA, 9 Eglin Street, Hanscom AFB, MA 01731-2118
Public release of SECRET information is not authorized.

to the Directorate for Freedom of Infarmation and Security Review, Offica of the Assistant Secretary of Defense (Public Affairs) for reviaw.
In the case of non-Do0 User Agencies, requests for disclosure shall be submitted to that anency.

13. SECURITY GUIDJ\N CE. The su:ullt'r classification guidance need for this classified effort is identified below. If any difficulty is encountered in applying this quidance or if any other conteibuting Factor indicates a need for changes in this guidance,

the is auth d and ged to provide led changes; to challenge the guidance or the classification assigned to any information er material furnished or generated under this contract; and to submit any questions for interpretation
of this quidance to the official identified below. Pendlng final decisian, the information involved shall be handied and pratected at the highest level of classification assigned or ded. jFillin a5 agpropriate for the classified effart. Attach, or forward
wnger separate spondence, any o 7 fe herein, Add additional pages as needed to provide complele guidance,)

Refer to the U.S. Air Force HAVE QUICK II/IIA/SATURN Security Classification Guide dated 18 July 1997, and the U.S.
Army SINCGARS  Security Classification Guide dated 09 April 1996 for specific guidance.

Block 9 continued: and Transmission Security (TRANSEC). The MPRs will be used by USAF Tactical Air Control Parties to
communicate with U.S. and coalition military forces. The MPR is a light weight radio that operates in the 30-512 megahertz
frequency range and is battery powered.

Ref. Blk. 10a & Blk. 11h: Communications Security (COMSEC) and/or cryptographic requirements apply. See DoD 5220.22-S.
Ref .Blk. 10j: For Official Use Only (FOUO) information applies. See attached addendum.

Ref. BIk. 11c: Any classified information generated in the performance of this contract shall require the contractor to either
apply derivative classification and markings consistent with source material or be governed by the above listed HAVE QUICK

and SINCGARS Security Classification Guides.

Ref. Blk. 11d: This contractor is required to provide adequate and approved storage for classified hardware or material to the
level of SECRET, which because of the size or quantity cannot be safeguarded in an approved storage container.

Ref. Blk. 11i: Emissions Security (EMSEC) requirements apply. See attached addendum.
Ref. Blk. 111: Automated Information Systems (AIS) processing is required.

NOTE: See attached continuation sheet for Block 13.

14, ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to ISM requirements, are established for this contract, (I Ves, identify XK ves | | No
the pertinent contractual clauses in the contract document itself, or provide an appropriate statement which identifies the sdditions! requirements. Frovide
& copy of the requirements to the cognizant security office. Use ltem 13 if additional space is needed)

Emissions Security (EMSEC) requirements apply. See Blk. 11i, and the attached EMSEC addendum.
Automated Information Systems (AIS) processing is required.

15. INSPECTIONS. elements of this cantract are outsida the inspection respansisilty of the cegnizant security affice, (f Fes, identify specific | Yes | pd | No
areas or elements carved out and the sctivity responsibie for inspections. Use ltem 13 if additional space is needed,)

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or generated
under this classified effort. All questions shall be referred to the official named helow.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE finclude Area Code/
William S. Soknich, GS-13 TACP Modernization Program Manager
(781) 377-7524
d. ADDRESS fincude Zjp Code/ 17. REQUIRED DISTRIBUTION
ESC/DIGR X | & conracton
5 Eglin Street b. SUBCONTRACTOR

Hanscom AFB, MA 01732100/,

T LT

c. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTCR

d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

e. ADMINISTRATION CONTRACTING OFFICER

XX X

f. OTHERS AS NECESSARY

DD Form 254, DEC 90 (REVERSE) (EF-V1) (PerfORM PRO)




